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Chair Director
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Washington, DC 20580

Dear Chair Khan and Director Haines:

[ write with serious concern that the Federal Trade Commission (FTC) — the nation’s top data
security regulator — is not meaningfully participating in the intelligence community-led effort to
counter the wholesale theft of Americans’ data by foreign governments, including China.

As senior U.S. government officials have made clear, over the past decade, the Chinese
government has been engaged in a methodical effort to acquire through both legal and illegal
means large databases containing Americans’ personal information. This includes the hacks of
Anthem, Equifax, Marriott, and the Office of Personnel Management. While each of the
databases stolen in these hacks contains vast amounts of sensitive data, when combined, they
could reveal even more information about Americans and their personal lives. This enriched data
could be used to target disinformation, identify targets for espionage and hacking campaigns,
and, according to one former Attorney General, identify undercover U.S. personnel.

While state-sponsored hackers are often skilled, patient, and resourceful, these hackers are not
omnipotent. The companies and government agencies who have been hacked are not faultless,
and often, deserve significant amounts of blame for the lax state of their cybersecurity which the
hackers were able to exploit. These organizations have a responsibility to protect the sensitive
data to which they have been entrusted, and far too often, have wholly failed.

As the primary federal data security and privacy regulator, the FTC has the authority and
responsibility to hold accountable companies whose negligent cybersecurity has resulted in the
theft of their customers’ personal data. However, I am concerned that the FTC is not
meaningfully working with the intelligence community to counter these foreign hacking efforts.
That is, while the intelligence community has the greatest visibility into foreign governments’
U.S.-focused hacking and data theft efforts, including likely future targets, the intelligence
community is sharing very little information with the FTC to inform its data security
investigations.

Specifically, the FTC recently informed my office in a September 26, 2022, email that only four
FTC staff currently have a Top Secret/Sensitive Compartmented Information (TS/SCI)
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clearance. TS/SCI clearances are necessary to be eligible to access information derived from the
government’s most sensitive sources and methods. The FTC also confirmed that its Chair and the
other Commissioners only have a TS clearance, and not TS/SCI. Most troublingly, the FTC
confirmed to my office that no staff in the agency’s Division of Privacy and Identity Protection,
who conduct investigations into data security and privacy cases, have even a Secret clearance,
which is effectively the lowest level federal clearance. The FTC also confirmed to my office that
while it has participated in interagency discussions that included the Office of the Director of
National Intelligence (DNI) and other national security stakeholders, such as the Federal Bureau
of Investigation and Department of Homeland Security, these conversations have been at a
general level and did not involve the exchange of classified information.

The U.S. government cannot protect Americans’ privacy and U.S. national security from the
serious threat posed by sophisticated foreign hackers if the FTC does not have a seat at the table.
The FTC should promptly request TS/SCI clearances for its Chair and the other Commissioners,
other senior leadership, and some of the staff in the FTC’s Division of Privacy and Identity
Protection. The DNI should expand its cooperation with the FTC and invite FTC staff to
classified briefings. The DNI should also identify for the FTC the kinds of datasets that are being
or are likely to be targeted by foreign hackers. With this information, the FTC could then identify
the companies that hold such data, scrutinize their security and, if it is found lacking, force the
firms to shore up their security before they are hacked.

Thank you for your attention to this important matter. If you have any questions about this
request, please contact Chris Soghoian in my office.

Sincerely, WA

Ron Wyden /
United States Senator

CC: The Honorable Shalanda Young, Director, Office of Management and Budget



