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September 12, 2012

J. Michael Daniel

Special Assistant to the President and
Cybersecurity Coordinator

The White House

Dear Mr. Daniel:

As a senior member of the Senate Select Committee on Intelligence, | am well aware of the real danger that cyber-
attacks pose to our nation’s critical infrastructure. There is no doubt that foreign governments are engaged in cyber
espionage, and that there are individuals and groups at home and overseas that seek to exploit network vulnerabilities
for nefarious purposes. | understand that the administration is considering putting forward an executive order that aims
to improve cybersecurity disciplines and | write to express my views on this important topic

| support efforts to create meaningful incentives for owners and operators of critical infrastructure to employ adequate
security protocols. Such policies should make clear that they are responsible for implementing security methods proven
to protect networks and they will be held liable for not taking the necessary precautions needed to protect America
from harm. These policies should focus on the outcome of secure infrastructure rather than the methods by which that
security is achieved. Also, the level of security sought must correlate to the risk related to any vulnerability.

In the case of interactive computer services, such as networks that facilitate commerce, provide search services, or are
platforms for social networking and speech, vulnerabilities are unlikely to constitute threats to our national security. It
should be clear in any executive order related to cybersecurity that there is a fundamental difference between networks
that manage infrastructure critical to public safety, like energy, water, and transportation systems, and those that
provide digital goods and services to the public. It would be a profound mistake to subject our growing digital economy
to onerous new cyber rules and regulations that stifle innovation, creativity, and job growth. Such rules will not serve to
combat the real threat to the nation’s critical infrastructure and national security.

Additionally, any proposal that aims to improve cybersecurity must not undermine Americans’ right to privacy or their
civil liberties. Cybersecurity proposals need not license the government to unnecessarily obtain and snoop through
people’s electronic communication in order to combat cyber-attacks. Not only is it inherently wrong to erode privacy in
the name of cybersecurity, doing so will undermine our national interest of promoting an Internet that people

trust. That Internet is transforming societies, spreading democracy, and fostering new opportunities for commerce. |
appreciate your consideration of my views.

Sincerely,

Ko, Wydon.

Ron Wyden
United States Senator
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