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Office of the General Counsel  
U.S. Department of Homeland Security  
Washington, DC 20528 

January 6, 2021 

MEMORANDUM FOR: Ian J. Brekke 
Senior Official Performing the Duties of the General Counsel 

Joseph B. Maher 
Senior Official Performing the Duties of the Under Secretary, 
Intelligence & Analysis

FROM:   Internal Review Team 

SUBJECT: Report of Internal Review   
 

I.  PURPOSE 

This review was conducted to examine DHS Intelligence & Analysis (I&A) open source 
collection and reporting activities related to the civil unrest in Portland, Oregon between May 24, 
2020 to August 4, 2020, and to address the culture and morale of the I&A workforce. 

II.  EXECUTIVE SUMMARY 

At the request of the Acting Secretary of Homeland Security, through the then-Acting General 
Counsel, this internal review was conducted to examine facts and circumstances regarding the 
collection and publication of three Open Source Intelligence Reports (OSIRs) that reported on 
the activities of U.S. journalists who published unclassified I&A materials that were provided to 
them without authorization.1  The review also examined the command and workforce 
environment at DHS I&A, the handling of a possible request for I&A to exploit certain devices 

1 Memorandum from Chad F. Wolf, Acting Secretary, DHS, “Discontinuation of Collection of Information 
Involving U.S. Members of the Press,” dated July 31, 2020. 
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This review examined whether any intelligence products were subject to politicization.  No 
politicization was found; however,  did attempt to controvert the raw intelligence 
collection process by directing collectors and analysts use a problematic term in intelligence 
reports which could have adversely colored finished intelligence products over time. 

This review also considered whether I&A improperly exploited certain devices seized by FPS in 
Portland.  I&A never exploited the devices.  In fact, notwithstanding pressure from senior I&A 
leadership, including  and the then-Acting Principal Deputy Undersecretary for I&A 
(PDUSIA) to exploit the devices, I&A staff correctly identified the standard for providing 
assistance to FPS and conveyed the requirements to FPS.  FPS never attempted to fulfill the 
requirements (namely, to provide warrants for the seizure of the devices) or otherwise formally 
pursue a request for assistance. 

Finally, in the course of the investigation, the review uncovered the practice of using Operational 
Background Reports (OBRs, colloquially “baseball cards”) to create dossiers on USPERs 
arrested by federal authorities in Portland.  Significant irregularities apparently existed regarding 
this practice given the collection, retention and potential dissemination of USPI regarding 
persons arrested for offenses seemingly unrelated to homeland security.   

Based on the findings, the review makes the following recommendations, inter alia:  conduct a 
holistic review of the strategic direction of I&A; improve training for Open Source Collection 
Operations (the section responsible for writing and releasing OSIRs); resolve and standardize 
unmasking rules for OSIRs; and conduct an in-depth review of various Current and Emerging 
Threats Center processes and standard operating procedures (SOPs).  

III.  BACKGROUND 
 
Beginning in late May 2020, a number of cities in the United States experienced increased 
incidences of general civil unrest following the death of George Floyd in Minneapolis.  Although 
most participants in such civil unrest were engaged in peaceful protest, several cities experienced 
rioting, looting and more targeted violence and destruction against federal facilities, law 
enforcement officers and public memorials, monuments and statues (MMS).  DHS personnel 
engaged in federal law enforcement response efforts in a number of cities, including Portland, 
OR.     

The civil unrest in Portland became focused on the Justice Center.  The demonstrations included 
targeted violence and destruction, including arson, of the federal courthouse located at Justice 
Center.  DHS I&A received requests to collect information to support DHS personnel in 
Portland.  Among other requests, DHS I&A’s Current and Emerging Threat Center (CETC) 
Open Source Collection Operations (OSCO) was tasked with collecting open source information 
on the ongoing unrest in Portland by protesters planning to continue violence towards federal 
facilities or federal law enforcement officers protecting those federal facilities. 

In late June 2020, in response to a recently issued Executive Order,3 the I&A Intelligence Law 
Division (ILD) issued an internal guidance document titled “Job Aid: DHS Office of Intelligence 

 
3 Ex. B45 (Proclamation No. 13933, 85 Fed. Reg. 128, 40081 (July 2, 2020)). 
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particular, media quotations from an unnamed source characterizing I&A as the “Junior Varsity” 
of the Intelligence Community generated a significant morale issue within the I&A workforce. 

Following the media reports, the I&A Privacy and Intelligence Oversight Branch (PIOB) 
conducted a preliminary investigation to review the collection, retention, and dissemination of 
USPI regarding the activities discussed in the three OSIRs.8  PIOB concluded that the collection 
and retention in question constituted a “questionable activity” and referred the matter to the DHS 
IG, which opened its own investigation.9  The OIG’s review of the matter remains on-going. 

DHS received a number of requests for information from Congress related to the topics covered 
in this report.  Production of documents and witnesses remains ongoing. 

IV.  REVIEW 

This investigation was initiated at the request of the Acting Secretary to the then-Acting General 
Counsel and conducted by five attorneys drawn from various DHS operational component legal 
offices outside of DHS headquarters.10  Although the investigation began approximately on 
August 8, 2020, interviews did not begin until November 5, at the request of the DHS IG to 
delay any interviews during the pendency of its investigation.  In addition to examining the 
circumstances that led to the release of the three OSIRs referenced above, this review also 
addresses the culture and morale of the I&A workforce.  The investigatory team reviewed 
applicable documents and authorities and interviewed approximately 80 DHS employees. 

V.  SUMMARY OF I&A AUTHORITIES AND RESTRICTIONS 

I&A holds a unique position in the Intelligence Community as a domestic-facing intelligence 
organization supporting the homeland security mission.  I&A’s mission requires it to access and 
analyze threats emanating from within the United States and throughout the world, focusing on 
threats that could materialize in the homeland.  Due to the domestic nature of many of DHS’s 
missions, I&A is likely to collect, maintain, and disseminate information regarding USPERs and 
their activities within the United States, making understanding the constitutional, statutory and 
policy restrictions on intelligence collection integral to any discussion of I&A’s authorities.  
 
Three key authorities that explain I&A’s proper collection, maintenance, and dissemination of 
intelligence regarding USPERs are the Homeland Security Act of 200211, the Privacy Act of 
197412 (as amended), and Executive Order 12333 (as amended), which together define and 
establish the boundaries for I&A’s intelligence activities.  

The Secretary of Homeland Security, acting through designated DHS officials, has authority to 
collect, maintain, and disseminate information, particularly information relating to terrorism and 

 
8 Ex. B13 (Preliminary inquiry into Open Source Intelligence Reports regarding U.S. Persons reporting on I&A 
activities, (Aug. 5, 2020)). 
9 Id. 
10 One attorney each was assigned to this investigation from the Transportation Security Administration, U.S. 
Customs and Border Protection, and U.S. Coast Guard.  The other two attorneys were assigned to this investigation 
from the Cybersecurity and Infrastructure Security Agency. 
11 6 U.S.C. § 101 et seq. (as amended). 
12 5 U.S.C. § 552a (as amended). 
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Unclassified/For Official Use Only (U/FOUO) 

9 
 

other threats to homeland security.  The Secretary, acting through the Under Secretary for 
Intelligence and Analysis, is responsible for accessing, receiving, and analyzing law enforcement 
information, intelligence information, and other information in support of the DHS mission.13  
This authority advances DHS’s primary mission14 of counterterrorism as well as the 
Department’s other homeland security responsibilities.  However, while doing so, DHS must 
provide appropriate protections for the information and “protect the constitutional and statutory 
rights of any individuals who are subjects of such information.”15  
 
The Privacy Act provides statutory requirements for the maintenance, collection, use, and 
dissemination of information regarding United States Citizens and lawful permanent residents 
(together, U.S. Persons or USPERs), as well as civil and criminal remedies for violations.16  The 
Privacy Act requires that each agency (including those engaged in intelligence activities) only 
maintain17 information regarding USPERs if such information is “relevant and necessary” to 
fulfill its mission responsibilities.18  In addition, the Privacy Act prohibits agencies from 
maintaining records that describe how USPERs exercise their First Amendment rights unless the 
subject of the record expressly consents; express statutory authorization exists; or the record is 
“pertinent to and within the scope of an authorized law enforcement activity.”19  In May 2019, 
Kevin McAleenan, then-Acting Secretary of Homeland Security emphasized this point in a 
policy statement to the Department, stating, “DHS does not profile, target, or discriminate 
against any individual for exercising his or her First Amendment rights.”20 
 
Executive Order (EO) 1233321 establishes requirements for the Intelligence Community (IC) 
regarding the collection, retention, and dissemination of information concerning U.S. persons in 
part to protect USPERs’ constitutional rights.  Specifically, Section 2.3 provides that IC elements 
are authorized to collect, retain, or disseminate information concerning USPERs only in 
accordance with established procedures that have been approved by the Attorney General 
following consultation with the Director of National Intelligence.  Those procedures are expected 
to include various categories of information, including among others, information that is publicly 
available, information needed to protect the safety of persons, and incidentally obtained 
information that may indicate activities in violation of law.  These procedures are incorporated 
and implemented through IC directives, policies, and guidelines addressing the collection, 
retention, and dissemination of USPI.  
 

 
13 6 U.S.C. § 121. 
14 See 6 U.S.C. § 111 (establishing the Department of Homeland Security and identifying DHS’s primary mission). 
15 See 6 U.S.C. §§ 121, 482, 485. 
16 See generally, The Privacy Act of 1974, 5 U.S.C. § 552a. 
17 The Privacy Act defines the term “maintain” to include maintain, collect, use, or disseminate.  5 U.S.C. § 552a 
(a)(3). 
18 5 U.S.C. § 552a (e)(1). 
19 5 U.S.C. § 552a (e)(7). 
20 DHS Policy Statement 140-12, Information Regarding First Amendment Protected Activities, May 17, 2019.  The 
point is also emphasized in a memorandum from Francis X. Taylor, then-USIA regarding protected speech in the 
context of protests. DHS I&A Memorandum, Guidelines for Reporting on Protests and Constitutionally Protected 
Activities, December 3, 2014. 
21 Executive Order 12333, United States Intelligence Activities, as amended, July 30, 2008. 
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The Department of Homeland Security Office of Intelligence and Analysis Intelligence Oversight 
Program and Guidelines (IO Guidelines),22 govern I&A intelligence activities as they pertain to 
U.S. persons and provide guidance for DHS I&A “for the collection, retention, and 
dissemination of information concerning United States Persons,” as required by E.O. 12333.  
The IO Guidelines were approved by the Secretary of Homeland Security and the Attorney 
General on January 11, 2017, and formally implemented within I&A pursuant to I&A Instruction 
1000.  The IO Guidelines recognize I&A’s commitment to “delivering timely, actionable, 
predictive intelligence to its Federal, State, local, tribal, territorial, international, and private 
sector partners in support of the Department’s national and homeland security missions.”23  This 
is balanced by the requirement that such activities are “conducted in a manner that is consistent 
with all applicable requirements of the law, including the Constitution, and that appropriately 
protects individuals’ privacy, civil rights, and civil liberties.”24   
 
The Secretary, acting through the USIA, is authorized to produce and disseminate unclassified 
reports and analytic products based on open-source information in support of national and 
departmental missions.25  The Secretary is also required to establish procedures on the use of 
intelligence information; to limit the re-dissemination of such information to ensure that it is not 
used for an unauthorized purpose; to ensure the security and confidentiality of such information; 
and to protect the constitutional and statutory rights of any individuals who are subjects of such 
information.26  
  
In accordance with the IO Guidelines, I&A personnel are authorized to engage in the collection, 
retention, and dissemination of USPI where they have a reasonable belief that the activity 
supports one or more of the national or departmental missions.  Reasonable belief is defined as  
  

A belief based on facts and circumstances such that a reasonable person would hold 
that belief. A reasonable belief must rest on facts and circumstances that can be 
articulated; “hunches” or intuitions are not sufficient. A reasonable belief can be 
based on experience, training, and knowledge as applied to particular facts and 
circumstances, and a trained and experienced intelligence professional can hold a 
reasonable belief that is sufficient to satisfy these criteria when someone lacking 
such training or experience would not hold such a belief.27 

Furthermore, acquisition of USPI must fall within one or more of the standard or supplemental 
information categories described in the Guidelines, e.g., consent, publicly available, foreign 
intelligence, counterintelligence investigative information, threats to safety, protection of 
intelligence sources and methods.  Specifically prohibited by the Guidelines under all 
circumstances are any intelligence activities conducted “for the sole purpose of monitoring 

 
22 DHS I&A Instruction IA-1000, Office of Intelligence and Analysis Intelligence Oversight Program and 
Guidelines (Jan. 19, 2017). 
23 Id. at p.1. 
24 Id.  
25 6 U.S.C. § 121(d)(19).  See also generally id., at §§ 121, 122, 124a, 124h, and Ex. Order 12,333, §§ 1.7(i) and 
1.11. 
26 6 U.S.C. § 141. 
27 DHS I&A Instruction IA-1000, Office of Intelligence and Analysis Intelligence Oversight Program and 
Guidelines (January 19, 2017) at Glossary-5. 
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activities protected by the First Amendment or the lawful exercise of other rights secured by the 
Constitution or laws of the United States, or for the purpose of retaliating against a whistleblower 
or suppressing or burdening criticism or dissent” (emphasis added).28  
 
Dissemination of USPI is only appropriate where it was properly collected and permanently 
retainable by I&A, is made to a proper recipient, and “[t]here is a reasonable belief that 
dissemination would assist the recipient of the USPI in fulfilling one or more of the recipient’s 
lawful intelligence, counterterrorism, law enforcement, or other homeland security-related 
functions.”29  With the limited exception of certain circumstances not implicated here, in the 
absence of meeting all criteria for dissemination, the USPI may not be disseminated.  Even when 
the dissemination of USPI is authorized, I&A must evaluate whether the USPI would materially 
assist the intended recipient in using or understanding it, and where it would not, the USPI must 
be anonymized (i.e., replaced with a generic marking, such as “USPER”) before dissemination.  
Exceptions to the foregoing rule include instances when the USPI is publicly available, 
dissemination is authorized by consent of the person concerned, or the intelligence product or 
report originates from another IC element and is not materially authored or altered by I&A 
personnel.30 
 
Per I&A Policy Instruction IA-900 Rev. 1, Official Usage of Publicly Available Information, 
only qualified Open Source Officers and Open Source Collectors are authorized within I&A to 
collect, retain, report and disseminate information or intelligence from publicly available social 
media platforms maintained and/or provided by non-Federal government entities.31  The 
Instruction does not otherwise discuss limitations or additional oversight considerations 
regarding the collection of USPI.  (Both DHS Instruction 264-01-006, DHS Intelligence 
Information Report (IIR) Standards and I&A Instruction IA-901, Production of Finished 
Intelligence discuss appropriate content and internal oversight review standards, but neither are 
applicable to OSIRs as OSIRs are neither finished intelligence products under IA-901 nor a form 
of raw intelligence reporting covered by Instruction 264-01-006 (which is applicable only to 
IIRs.) 
 
A number of Intelligence Community Directives (ICDs) also govern treatment of USPER 
information, and Executive Order 12333 prescribes specific instances when collection, retention, 
and dissemination of USPER information is permissible.  Most notably, ICD 107, Civil 
Liberties, Privacy, and Transparency, establishes the policy for protecting civil liberties and 
privacy and for providing greater transparency.  It requires the Head of an IC Element (HICE) to 
“[c]onduct intelligence activities in a manner that protects civil liberties and privacy and 
provides greater public transparency.”32 Additionally, the HICE shall “[e]nsure that Privacy and 
Civil Liberties Officers, General Counsel, Inspectors General … have access to all information 
required to protect civil liberties and privacy and to provide greater public transparency.”33  IC 

 
28 Id. 
29 Id. at § 2.3.1. 
30 Id. at § 2.3.5. 
31 See DHS I&A Policy Instruction IA-900 Rev. 1, Official Usage of Publicly Available Information.   
32 ICD 107, Civil Liberties, Privacy, and Transparency (Feb. 28, 2018) at E.3.a. 
33 Id. at E.3.e. 
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employees and those acting on behalf or in support of an IC element must also responsibly 
protect civil liberties and privacy and provide greater public transparency.  
 

VI.  FINDINGS 
 

A. The Current and Emerging Threats Center (CETC) was Unprepared for the 
 Mission Assigned. 

 
Under USIA  and PDUSIA , I&A intelligence operations shifted focus from 
strategic collection, analysis and intelligence to an operational function supporting law 
enforcement activities.  CETC was a microcosm of this I&A shift.  This abrupt mission focus 
change across I&A did not thoroughly consider the existing duties of I&A, or the capabilities and 
frailties of the institution.  The move to transform I&A to meet a completely different mission set 
was acutely felt within the newly-created CETC where changes exacerbated structural problems 
within the elements that made up the division. 
 
CETC was built out of the former Collections Division, itself divided during former USIA  

reorganization of I&A into mission centers.34  CETC received the open source 
collectors, the request for information (RFI) management system, and the Watch.35  Each of 
these sections underwent a poorly managed and under-resourced reorganization process that 
created the potential for future questionable intelligence activities.  Ultimately, the 
transformation of CETC to focus entirely on current and emerging threats on a 24/7 basis 
upended the previously small informal organization, removed institutional guardrails, and failed 
to provide the necessary resources for sustainable growth or mission success. 
 

1.  The Open Source Collection Operations (OSCO) Transformation  
 
Prior to 2018, OSCO was a smaller organization with senior collectors on a maxi-flex schedule 
covering 0430 to 1930, limited middle management, and a team of about  

.36  OSCO collected to support all DHS missions, and collectors had defined 
portfolios and subject matter expertise.37  The structure of this office changed to meet CETC’s 
new focus on imminent and direct threats that resulted in a duty to warn. 

  
a.  Threat Notifications and the Move to 24/7 Shifts  

 
This shift in collection focus began in 2017-18 with I&A’s support to ICE when a number of 
protests against ICE policies and activities nationwide, coincided with an increase in the number 
of threats against ICE personnel.  OSCO surged to support ICE by seeking any and all threats to 
ICE, in products known as “Threat Notifications.”38  OSCO’s reporting instructions included all 

 
34 Ex. A44.  
35 Id.  
36 Ex. A15, A35, A45, A58. 
37 Ex. A35, A45, A58, A74. 
38 Ex. A2, A4, A15, A35, A55. 
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inability to simultaneously publish OSIRs and supervise created a backlog of OSIRs.68  The 
backlog required recalling a former senior content manager multiple times back to OSCO after 
he had moved on to a different job,69 and created a perception by the workforce that their 
performance was not monitored.70  The sheer number of OSIRs, coupled with the exhausted 
SDOs, led to a marked decrease in OSIR quality control,71 and put greater stress and emphasis 
on the initial peer review of OSIRs.   
 
Prior to the end of the Portland deployment, publication of an OSIR required peer review before 
submission to the overworked SDOs.  However, those peers had themselves only been at OSCO 
for a limited amount of time.72  Since the Portland deployment, OSCO has implemented a desk 
officer (DO) role that is a non-supervisory GS-13 team lead,73 who is a second line of review 
after the initial peer review.74  Many of these DOs are more experienced collectors, but this is 
not universally true.75  
  
The OSCO Branch Chief has stated that they could not bolster the review side of OSCO because 
the position of SDO requires open source collection experience, which is hard to find.76  
However, one of the current SDOs has no open source collection experience and the most 
effective content manager prior to the reorganization also had no open source collection 
experience, but did have other intelligence reports, collection, and review experience.77 
Additionally, OSIRs are modeled after Intelligence Information Reports (IIRs), which use a 
standardized format for raw intelligence reporting used across the Intelligence Community.78  As 
such, a quite large pool of intelligence professionals should exist who may not have open source 
experience, but would have other raw intelligence experience to enable him or her to understand 
how to review raw reporting for thresholds, intelligence oversight (IO), content, and style.   
 
Resources were another constraint.  The CETC Director approached the then-PDUSIA for more 
billets, but this request was not elevated to higher leadership because those billets would have to 
come from somewhere else in I&A.79  

 
These bottlenecks persist and are a factor in how the improperly collected and disseminated 
OSIRs were produced.  At the time of this report, a backlog of OSIRs await review, to the point 
that many of them will never be actioned.80  Not only does the intelligence go stale, the backlog 
also has had a negative impact on morale. Many collectors are unsure why they are collecting 
since their reports are not being disseminated in a timely manner.81 

 
68 Ex. A35. 
69 Ex. A35, A50. 
70 Ex. A21, A30, A41, A43. 
71 Ex. A35, A64.   
72 Ex. A37. 
73 Ex. A20. 
74 Ex. A34. 
75 Ex. A15, A20. 
76 Ex. A50. 
77 Ex. A58. 
78 Id.  
79 Id. 
80 Ex. A41, A64.   
81 Ex. A37, A43. 
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c.  CETC’s Lack of a Formalized Training Program Crippled its 
Workforce and Engendered Poor Performance. 

 
When OSCO moved to 24/7 operations, the influx of new personnel, the exodus of senior 
collectors, and the lack of a formal training structure or SOPs for collectors essentially left the 
untrained training the untrained.82  OSCO historically relied on a practice of on-the-job-training 
(OJT), as opposed to a formalized training program;83 however, the rapid expansion of OSCO’s 
workforce amplified the training deficiencies inherent in OSCO’s training process.84  As a result, 
OSCO’s training model became unsustainable once I&A made the decision to greatly expand 
OSCO’s operations due to the relative lack of trainers to conduct OJT. 

 
Prior to the Portland OSIR incident, the OSCO training model was as follows:  When new hires 
arrived at OSCO, they underwent a week-long training course introducing them to the general 
structure, policies, and standards of DHS as an agency.85  A second week consisted of I&A 
specific training familiarizing them with I&A policies and procedures, including the intelligence 
oversight training which, up until recently, was provided only online via PALMS.86  During their 
third week at the agency, the newly hired collectors attended a three-day open source intelligence 
course developed and delivered by ITA, and then finally the collector was paired with a more 
experienced or seasoned collector for OJT where they would spend the next three to four months 
rotating through experienced collectors until they became sufficiently proficient to begin 
collection activities on their own.87  Ideally, the OJT training model can be extremely beneficial, 
as it is a generally accepted principle that individuals learn best through direct demonstration or 
actively performing the task themselves.  This model is most effective in a live environment. 
When done virtually, however, it can engender some significant operational inefficiencies and 
inadequately trained personnel, as was the case in the months leading up to events in Portland.88 
As noted below, during the early days of the COVID-19 pandemic, the standard CETC training 
model was unavailable for training the new hires because so much of the work force was 
working remotely.  
 
One key training aspect missing from this training paradigm is live intelligence oversight 
training.  Intelligence Oversight (IO) training is a critical piece of the National Intelligence 

 
82 Ex. A37, A43, A75. 
83 As the CETC Director noted, “there is no directed course on collection” even though he has expressed the need 
for a collections focused training to the Intelligence Training Academy (ITA), an organizational need that has been 
unmet since 2014.  Ex. A58.  ITA does provide a three-day Open Source Intelligence (OSINT) course among 
several other courses such as the Basic Intelligence Training Course.  Ex. A68.  ITA’s mission is to serve the 
training needs of I&A as well as that of the greater DHS Intelligence Enterprise.  Ex. A1, A46, A68.  (ITA also 
services state and local governments though priority for courses is given to DHS Intelligence Enterprise employees. 
Ex. A1, A46, A68.)   ITA develops curriculum and delivers the training; however, it does not create certifications, 
set employee course requirements, or establish tradecraft standards.  This responsibility rests solely with the mission 
centers.  Ex. A1. 
84 Ex. A27. 
85 Ex. 30, A50. 
86 Ex. A2, A26, A50, A58. 
87 Ex. A27, A35, A45, A50, B23 (Email Action DUSIER to Acting DUSIEO, RE: Please review – prelim review, 
August 3, 2020 9:38 AM). 
88 I&A has substantially enhanced CETC training since the Portland incident.    
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b.  CETC leadership and oversight support had a dysfunctional 
relationship. 

 
Oversight is a critical component of the National Intelligence Program.  The relationship 
between the intelligence components and their oversight officials and the legal office is essential 
to ensuring that intelligence activities are executed in compliance with applicable laws and 
policies. The relationship between CETC and its oversight officials (the G4 – Intelligence 
Oversight (IO) Office, ILD, Privacy Office (PRIV), and the Office for Civil Rights and Civil 
Liberties (CRCL)) was severely strained.  Had it been more synergetic, the release of the 
questionable OSIRs may have never occurred or potentially would have been modified so that 
they were correctly executed.  In fairness to CETC,  and  apparent 
animus toward oversight, especially ILD, could have been the impetus for a culture of opposition 
to oversight within CETC’s leadership.  
 
At the start of their new employment, CETC personnel did not receive an introduction to CRCL, 
ILD, the IO Office, or PRIV.181  Many CETC employees were not even aware of the G4 as a 
resource.182  One witness commented that he did not remember learning about the legal office, 
the role they play, or being told he could freely reach out to counsel with questions when he first 
joined CETC.183  Another CETC employee asserted that he did not even know about CRCL and 
PRIV prior to training post-dating the Portland deployment.  CETC leadership deliberately 
imposed barriers to impede free communication between its employees and the legal staff.  
Collectors were told to “follow the chain of command” before reaching outside of OSCO.184 
Although not a direct prohibition on reaching out for legal counsel, “it was hinted that it was not 
allowed.”185  “If you brought any knowledge from outside CETC, [leadership] would say that 
those outsiders do not know what CETC really does, or that the outsider didn’t know what they 
were talking about. [The CETC Director] thought nobody knew better than him, this was 
especially true of the G-4.”186  An email sent by the CETC Director to CETC staff on July 17, 
2020, instructed the staff as follows: “You will ensure that you utilize the chain of command for 
your concerns as there are often areas which you may not have the full background on why we 
are taking a certain action.  Your supervisor or your Branch Chief will have that information and 
can provide you direction.”187  When a CETC supervisory team chief raised an issue about 
CETC’s compliance with an item he identified in guidance provided by ILD, he was told by the 
CETC Deputy Director that the Watch should not be “second guessing the collection of the 
info.”188  When another junior collector first arrived at CETC, she was told that consulting legal 
was “not something they do at their level,” instead they were instructed to talk to their superiors, 
and the supervisors would raise the issue with the lawyers.189 

 
181 Ex. A6, A14, A15, A27, A31, A32, A33, A34, A39, A45. 
182 Id. 
183 Ex. A32 (“I do not think we were aware of what options we had.”). 
184 Ex. A45. 
185 Id. 
186 Id. 
187 Ex. B30 (Email, CETC Director to staff, subject: FW: Questions on Information Sharing in Portland, Wednesday, 
Nov. 18, 2020 3:04 PM). 
188 Ex. B31 (Email, CETC Director to staff, subject: RE: RO Input?, Sunday, June 24, 2018 10:20 AM). 
189 Ex. A15.  
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(2) provide analytically significant insights concerning an individual reasonably 
believed to pose  a threat to DHS personnel or property, (3) in certain cases, inform 
an overall assessment of the risk of violence against DHS personnel or property, or 
(4) expose private or otherwise information about DHS personnel or facilities (i.e., 
doxxing), which, while not a threat per se, might result in a downstream threat of 
violence, including domestic terrorism, or otherwise prevent DHS from executing 
its lawful mission.197    
 

When the CETC employees first received the ILD memo they were relieved, believing that the 
questionable collection they were asked to be a part of – collecting any vague threat against ICE 
– would no longer be allowable.  However, CETC leadership told the employees that they now 
had their legal guidance to continue the activity unchanged and that the memo meant that all of 
their collection was legal and permissible under the Intelligence Oversight (IO) Guidelines.198  
This interpretation was counter to the guidance in the memorandum.199  However, the answer by 
leadership was enough to discourage further dissent and created distrust between the CETC 
workforce and ILD.  CETC leadership during this time included its Director during the Portland-
related events covered in this Report, then serving as the Deputy Director.    

 
CETC leadership was following the culture established by , who was “affirmatively 
hostile to ILD.”200  According to one official, whose sentiment was shared by others,   
 “while he tolerated ILD and, to a much lesser extent, the other Oversight offices, he 
marginalized us all – sometimes with a degree of gratuitous indignation that transcended any 
possible merit under the circumstances and seemed at times to be more intended to influence 
third party observers (usually subordinates) than the ostensible targets of his hostility.”201   

appeared to be displeased when the mission centers went to the G4 for review of 
products regarding imminent threats, likely because it delayed the release of the products.202  In 
one specific instance, the Counter Terrorism Mission Center (CTMC) was adjudicating edits it 
had received from the oversight offices when  instructed CTMC to release it, 
waiving the threshold concerns.203  Similarly, the Transnational Organized Crime Mission 
Center (TOC) was instructed not to undergo a review process with the G4 –  would 
ask for status updates and when someone responded that a product was under review, “he would 
scream that he said not to go through the G4 review process.”204  “He told the mission managers 
they did not have to go through G4 review, and that the G4 was there as a resource, but not a 
necessary step, so it was the fault of the mission managers if the review process takes time.”205  
When ILD attorneys would attend I&A meetings with  and the mission center 

 
197 Ex. B9 (Memorandum from the Intelligence Law Div. on Social Media Statements Referencing Violence Against 
or Doxxing of DHS Personnel and Facilities, July 13, 2018). 
198 Ex. A55, A60. 
199 Ex. A25. 
200  appears to have had his differences with ILD leadership, but never actively discouraged 
engagement with ILD.  In fact, he even attempted to have attorneys embedded with each mission center (a proposal 
that failed for lack of resourcing).  Ex. A24, A33. 
201 Ex. A10. 
202 Ex. A13, A28. 
203 Ex. A13, B34 (Email, CTMC Director to ILD, subject: Requesting Immediate G4 Review for CTMC Intel Note, 
Thursday, June 28, 2020 9:47 AM). 
204 Ex. A29. 
205 Ex. A29, A33. 
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directors,  would limit the attorneys’ ability to provide legal guidance, making 
statements such as “I did not ask for your opinion.”206 
 
By comparison, CTMC, Homeland Identities Targeting & Exploitation Center (HITEC), and 
FOD have ILD integrated into their operations, in spite of  admonishments.  
HITEC works with ILD and IO to develop decision aids to guide their activities.207  They collect 
information related to terrorism and appreciate the importance of understanding “what qualifies 
as a bona fide terrorism connection” and not just a loose association which cannot be used as a 
basis for permanent retention or dissemination of USPER information.208  If there is any level of 
ambiguity, HITEC staff are instructed to engage directly with ILD and IO to determine “whether 
the reasonable belief standard has been met, whether dissemination is appropriate, and to whom 
the information can be disseminated.  If either ILD or IO expresses concern, [they] yield to that 
and [do] not move forward until that is worked out.”209 Similarly, CTMC engages with ILD and 
IO on its products.210  This is most likely because they produce finished intelligence which 
requires G4 review before it can be published.211  No similar requirement for raw intelligence 
exists, which includes OSIRs.  Despite the lack of a specific requirement, FOD, which produces 
raw intelligence in the form of IIRs and Field Information Reports (FIR), sent their reports to 
ILD for review during the civil unrest because of the potential for USPER or other civil liberty 
issues.212 

 
c.  Treatment of U.S. Person Information in OSIRs 

 
As explained in greater detail above, DHS I&A intelligence professionals are authorized to 
engage in intelligence activities that further one or more of the national or departmental missions 
identified in the DHS I&A Oversight Guidelines.  A broad range of intelligence activities 
furthers departmental missions, including those that support “departmental officials, officers, or 
elements in the execution of their lawful missions.”213  The authority of intelligence 
professionals to assist law enforcement is also recognized in Section 2.6 of E.O. 12333, which 
provides for assistance to law enforcement and broadly authorizes the IC to render assistance and 
cooperation to law enforcement that is not precluded by law. 
 
OSCO’s activities in Portland were undertaken to support DHS operational components, 
including FPS, in the execution of their responsibilities to protect against threats to people and 
federal buildings.  The IO Guidelines permit I&A personnel to collect and retain USPI that falls 
within one or more categories; publicly available USPI is explicitly included as a category.   
 
The bounds of this authority are established in the DHS I&A Oversight Guidelines, which 
explicitly require I&A personnel to evaluate whether USPI “would materially assist the intended 

 
206 Ex. A29. 
207 Ex. A49. 
208 Id. 
209 Id. 
210 Ex. A32. 
211 I&A Instruction IA-901, Production of Finished Intelligence. 
212 Ex. A9, A57. 
213 DHS I&A Instruction IA-1000, Office of Intelligence and Analysis Intelligence Oversight Program and 
Guidelines (January 19, 2017). 
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The July 28, 2020 note from the Regional Director of Portland to the Director of CETC also 
reveals the possibility that I&A may have been planning on sending additional OSCO collectors 
to Portland, before its controversial activities were revealed in the leak of the three OSIRs.   

 had apparently already been identified for rotation into Portland.365  The 
only other potential corroboration for the possibility that new OSCO collectors would have been 
surged to Portland but for the revelation of the OSIRs are the observations and conduct of 
Collector #2, as told by him.  According to Collector #2, sometime shortly after the OSIRs were 
leaked, the remaining collectors had come to their own conclusion that there were numerous 
reasons why they should not remain in Portland and that OSCO should not send other collectors 
to replace them.  They decided that they should confront their Branch Chief with this 
recommendation, especially noting the fact that civil unrest had abated and the leak of the OSIRs 
may have tainted OSCO in the eyes of the Federal partners with whom the collectors were co-
located.366  Note, however, that none of the other OSCO collectors who were with Collector #2 
at the end of the deployment mentioned anything about the team confronting CETC management 
in this manner.367  Collector #3 thought that the team would be staying through August, but then 
were suddenly redeployed.368 
 
Ultimately, the OSCO team was brought back home and no collectors were sent to replace them.  
FOD continued to provide support at a diminished level.  When the investigation team 
interviewed the Regional Director for the Pacific Northwest in November 2020, she said that 
Portland continues to be staffed by an I&A employee from .  On December 1, 2020, 
the Acting Director for FOD confirmed that Portland was being filled with a permanent hire as of 
December 7, 2020.369 

 
C.  The Three Leaked OSIRs, Operational Background Reports, and Device 
Exploitation  

 
Three OSIRs OSCO published during the deployment to Portland raised significant concerns.  
Specifically, OSIR-04001-0932-20, OSIR 04001-0937-20, and OSIR-04001-0952-20, all of 
which were later recalled, should not have been published in the first place, and if appropriate 
safeguards were in place, their publication could have been prevented.  Most significantly, no 
collection requirement and no apparent intelligence mission supported the collection of the 
information that was included in any of the three serialized reports.  In addition, insufficient 
masking of USPI drew focus from what was ostensibly the intended subject matter of the OSIRs 
and raised First Amendment concerns.  The OSIRs documented USPER journalists publishing 
unclassified information that was supplied to them, which is activity protected by the First 
Amendment.  While interviews revealed that the individuals within OSCO who identified and 
published the information at issue were not motivated by a desire to prevent or focus on First 
Amendment protected activity, the OSIRs were nevertheless problematic and should not have 
been published.  Several overlapping institutional deficiencies led to the publication of the three 

 
365 Ex. B28 (Email, OSCO Collector to OSCO SDO, subject: Re Portland, July 28, 2020 10:24 PM). 
366 Ex. A52. 
367 Ex. A6, A43, A72. 
368 Ex. A43. 
369 Ex. A9. 
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had been instructed to get the report out the door, he published the OSIR and went back to 
bed.375   
 
The content manager stated that he missed the reporter information in the attachment.  Per his 
general practice, he “absolutely” checks attachments; he stated that missing the reporter’s 
information “was a complete oversight on [his] part.”  There was no mention of reporters in the 
body of the report.  The reporter’s information was in the attachment.  He saw that there were 
redactions in the attachment, but he just missed the reporter information.  “If I had seen it, I 
would have made sure I stopped it.”376   
 
The content manager provided context for the publication of the OSIR.  The content manager 
recalled that at that time he felt “sleepy,” “overworked” and “pressured.”  At the time all these 
things were happening, upper management “did not want to hear any excuses;” they just wanted 
numbers.  They wanted him to get OSIRs published.  That was the priority.  At that point, he was 
so overwhelmed he was “basically a zombie,” and he was just processing as quickly as he 
could.377 
 
The content manager stated that typically, OSCO would not report on leaks.  If collectors 
discovered leaks while going about their work, the standard practice was to instruct them to send 
the leak information to the Chief of Security (CSO).  However, this issue arose during a stressful 
time, in the middle of the night, with instructions from the CETC Director to get the OSIR out, 
and the content manager was also focused on the fact that the collector did not know which 
requirement to use.  As he recalled, the collector looked at a requirement that was used for 
another leak and listed that requirement.378 
 
The next day he was in the office, the content manager emailed a colleague to ask if there was a 
requirement for leaked government documents.  That colleague was working remotely and had to 
ask someone else to check.  At some point they decided there was no requirement for leaked 
FOUO I&A documents.379  But by that time, the second OSIR had already been published, and 
the content manager who published the third OSIR was not aware of the discussion regarding the 
collection requirement.  This all happened within a few days with much miscommunication 
between Friday, July 24, and the following Wednesday.380   
 
The content manager did not initiate the recall process for the OSIR at that time.  He took into 
account the fact that the direction to publish the OSIR came from such a high level, that there 
can be some gray areas with respect to collection requirements and the listed one was in a related 
area, and in his mind, there was only one OSIR impacted and it was “one and done.”  He did not 
think about the OSIR again until it was brought to his attention that the OSIR included “the 
reporter or the company he worked for.”  He took another look at the OSIR and said, “it does not 

 
375 Ex. A64. 
376 Id. 
377 Id. 
378 Id. 
379 The review team has confirmed that there was no collection requirement that would cover the unauthorized 
disclosure by an I&A employee of an internal FOUO I&A document to an USPER member of the media. 
380 Ex. A64. 
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mention the reporter.”  But then when he looked at the attachment again, he saw the information 
in the header.  He stated that he realized that he had just overlooked the information.381 
A member of the review team reviewed the classified Essential Elements of Information (EEI) 
and the OSIRs and determined that the listed collection requirement did not apply.  The EEI was 
inapplicable for two reasons:   

  The Acting DUSIEO and CMD Director both concurred that the EEI did not support the 
collection.382 
 

2.  OSIR-04001-0937-20 
 
The collector who found the first leak also found 
the second leak.  This time, the leaked document was an email from I&A leadership regarding 
use of the terms violent opportunist (VO) and violent antifa anarchists inspired (VAAI).  Once 
again, the collector showed the Branch Chief what he had found.  The collector drafted the OSIR 
and used the same requirement that had been used for the first OSIR.  He went through the peer 
review process again, this time with a different colleague.  Then he sent the draft OSIR to 
content management.383 
 
On the morning of Sunday, July 26, a content manager different from the one who processed 
OSIR-04001-0932-20 received a request to review and publish an OSIR as soon as possible.  The 
content manager read through the draft and pushed it through.  The content manager could not 
recall whether she raised a question about the collection requirement; at that point, everyone was 
operating quickly.  In addition to working every day, the content manager was concerned about 
the well-being of the collectors in Portland and was focused on moving quickly to address 
requests from Portland and not wasting time.384   
 
The content manager stated that the collector, the person conducting the peer review and the desk 
officer are all expected to check the collection requirement.  However, the second OSIR cited the 
same collection requirement as the first OSIR.  Given that the two concerned the same topic, a 
leaked unclassified I&A email message, no one saw the need to recheck the collection 
requirement.  

 
3. OSIR-04001-0952-20 

 
The same collector who wrote the first two OSIRs wrote the third on July 28, 2020.  This one 
was a little different, because an unclassified I&A product had leaked.  It was also different 
because the leaked document was embedded in a news article.  In light of these differences, the 
collector was not sure whether the same process would apply.  He showed the leak to the Branch 
Chief and she instructed him to write it up.385   
 

 
381 Id. 
382 Ex. A12, A44. 
383 Ex. A52. 
384 Id. 
385 Id. 
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The content manager who published the third OSIR was publishing about 20-30 reports a day.  
That content manager stated that there was a lack of direction and guidance from leadership.  It 
was a busy time, and they were pushing things out unless there was something blatantly wrong.  
Moreover, this content manager did not have access to the high side collection requirement, and 
was therefore unable to double-check that aspect of the OSIR.386 
 

4. Conditions That Contributed to the Publication of the Three OSIRs 
 
Several overarching pressures contributed to the environment in which the three OSIRs at issue 
were published.   
 
First, I&A’s focus on leaks contributed to the publication of the OSIRs at issue. Over the last 
couple of years, I&A had an issue with the unauthorized release of unclassified FOUO 
materials.387  The leaks were the subject of conversations and a source of concern for I&A 
personnel.388   was concerned about the leaks;389 one individual described  

 as “preoccupied” with the leaks.390  Every time the I&A front office became aware of a 
leak, information regarding the leak was captured and provided to the CSO and the DHS OIG, 
who were the entities authorized to and responsible for investigating unauthorized disclosures.391  

 specifically provided standing directions to his staff to report all leaks to the OIG.392  
These practices predated the recent in-depth training at I&A regarding the Whistleblower 
Protection Act.393  
 
With respect to the events that occurred during the deployment to Portland (which predated the 
recent training on the Whistleblower Protection Act), the CETC Director and OSCO Branch 
Chief both directed the creation of OSIRs regarding leaks.394   
 
Second, OSCO’s shift to focusing on OSIRs relating to duty to warn meant that their normal 
operational tempo required immediate action to prevent threats.   
 
Third, I&A leadership was particularly focused on the civil unrest in Portland, and everything 
relating to it was treated as being urgent.  Multiple people interviewed stated that  
wanted everything done immediately; there was no normal battle rhythm and he expected his 
instructions to be carried out right away.395 
 
These pressures created an environment in which everything was urgent.  CETC leadership 
conveyed that sense of urgency.  This is the context in which it was not outside the norm for a 

 
386 Ex. A35.  The content manager who processed OSIR-04001-0952-20 had returned to CETC temporarily from his 
current position to help CETC process the enormous backlog that had built up. 
387 Ex. A2, A14, A17, A24, A45, A63. 
388 Ex. A6, A14, A17, A21, A24, A28, A56, A76. 
389 Ex. A46. 
390 Ex. A2. 
391 Ex. A24. 
392 Id. 
393 Id. 
394 Ex. A6, A43, A50, A52, A58. 
395 Ex. A44. 
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information is not divulged.431  In order to satisfy the reasonable belief standard, it is insufficient 
that the USPER was simply arrested for a crime.  The details of the charges of the arrest would 
have needed to be made known to the collector so that they could conduct a proper analysis to 
establish reasonable belief that conducting a records search on a named USPER would support 
national or departmental missions.  At least one collector raised this exact concern when they 
were provided a list of USPERs to run background searches on without accompanying 
background/arrest information.  The response this collector received from a fellow collector was 
that only the names and dates of birth for the individuals was provided, at which point CETC 
leadership interjected and stated that “these individuals have been arrested in connection with the 
civil unrest – run them.”432  However, a review of the OBR created for at least one of the 
individuals identified in the request show that the USPER was a “subject of interest to local 
Portland authorities;” no other details or arrest information was provided and no derogatory 
information was found.433  It is possible this information was available to the collector but 
omitted from the OBR.  However, when asked, several witnesses could not confirm any arrestee 
information for this particular subject.434  One witness commented that sometimes the list of 
names provided had arrest charges and sometimes it did not, they never saw an arrest affidavit or 
paperwork, they just worked off of the assumption that everyone on the list was arrested.435 
One could counter that I&A was authorized to collect information on USPERs in these instances 
because they reasonably believed it furthered the departmental mission of FPS, a DHS 
component.  There is no contention that I&A can’t support FPS in its mission, however, as a 
member of the intelligence community and therefore subject to Title 50 of the United States 
Code and Executive Order 12333, I&A’s authority to support departmental missions is not 
unbridled.  Any intelligence activity, especially activities that infringe upon the privacy rights of 
USPERs, must be conducted with regard to the civil liberties and privacy rights guaranteed by 
laws and policies protecting individual privacy. 
 
In some cases, the arrests noted in the OBRs appear to have been related to a departmental 
mission.  For example, there were a number of OBRs created on subjects who were arrested for 
assaulting federal officers – shining lasers in officers’ eyes, throwing Molotov cocktails or other 
objects towards federal property or federal law enforcement officers – and at least one report that 
was prepared on an arrestee who was a suspected member of ANTIFA.   Although it is unclear 
whether these OBRs provided any significant benefit, they are less concerning than others. 
 
Certain OBRs on individuals arrested for other crimes are also concerning.  For example, of the 
43 OBRs provided to the review team, 13 were identified as arrests for nonviolent crimes.436  
Although nonviolent crimes may be related to a national or departmental mission, that 
connection is unclear from the OBRs.  A number of the subjects arrested for nonviolent crimes 
were charged with trespassing or failure to comply.  There was insufficient information available 
as to whether the arrests were made by FPS or state or local law enforcement.  Additionally, it is 

 
431 Ex. B68-73, B52 (Operational Background Reports Re USPERs 1-6, and 10). 
432 Ex. B74 (Email to staff, subject: Background Check for Two OBRs, Thursday, July 16, 2020 4:48 AM). At least 
one witness claimed that an OBR would be requested for individuals that were not arrested, just those who made a 
threat, such as if the USPER simply made a threat to a federal building or DHS personnel. See Ex. A36. 
433 Ex. B75 (Operational Background Reports Re USPER 7). 
434 Ex. A36. 
435 Ex. A55. 
436 Ex. B51, B53, B54, B56-B65 (Operational Background Reports Re USPERs 9, 11-15, 17-23). 
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unclear whether there was any relationship to federal property or if the arrests for failure to 
comply had any connection to violent protest activity.  The review team considered this activity 
in retrospect, but there are too many variables that needed to be resolved at the start of the 
collection activity before an intrusive background search on USPERs is conducted.  For these 
reasons, further investigation by the IO Office into OBRs is needed. 
 
In one case, CETC prepared an OBR on an USPER whose social media profile clearly identified 
the individual as a journalist.  This individual was arrested for flying a drone in a national 
defense airspace.  The arrestee’s purpose for flying this drone was not identified in the OBR – it 
may have been for the purpose of capturing photographs of the ongoing activities or for some 
other reason – and as such it is unclear whether this OBR was a valid exercise of I&A’s legal 
authority.437  In another instance, an I&A employee requested a report on another journalist – the 
same journalist at issue in one of the leaked OSIRs – and included instructions  

”438  The journalist in that case had not been arrested for 
anything, but had posted unclassified DHS internal correspondence to his social media page.  In 
addition to poor optics, completing an OBR on this journalist without a clear connection to a 
national or departmental mission arguably would have failed to satisfy the reasonable belief 
standard.  Fortunately, a collector recognized that the subject was a journalist, alerted the 
requestor to this fact, and declined to proceed with that particular search.439  But the facts of this 
particular incident suggest that at least some I&A personnel did not understand the relevant legal 
standard before running checks on USPERs.   

 
Even if the collection of USPI was proper in all the aforementioned circumstances, I&A also 
needed to establish a reasonable belief to retain the information permanently.  If I&A personnel 
cannot establish a reasonable belief for permanent retention of USPI, it must be purged within 
six months of collection.440 Accordingly, in those instances where a link to a national or 
departmental mission cannot be identified, the OBRs need to be deleted.  Ideally, they should be 
deleted upon completion of evaluating whether the USPI qualifies for permanent retention. 
Given that most of the OBRs reviewed were collected and prepared in June and July, the six-
month temporary retention period expires either December 2020 or January 2021. 

 
In order to disseminate the OBRs, the USPI would have had to be permanently retainable, must 
satisfy a mission need, and the intelligence personnel needed to have a reasonable belief that 
“dissemination would assist the recipient of the USPI in fulfilling one or more of the recipient’s 
lawful intelligence, counterterrorism, law enforcement, or other homeland security-related 
functions.”441  For reasons previously discussed, it is questionable whether at least some of the 
OBRs satisfied the permanent retention requirement and mission need.  There are no constraints 

 
437 Ex. B63 (Operational Background Report Re [USPER] 23). 
438 Ex. B66 (Email to staff, subject: RE: (U//FOUO) OSIR-04001-0937-20 - Social media user posts a leaked 
Department of Homeland Security internal memo that discusses changing terminology used in reports, Sunday July 
26, 2020 1:50 PM). 
439 Ex. A51, B66 (Email to staff, subject: RE: (U//FOUO) OSIR-04001-0937-20 - Social media user posts a leaked 
Department of Homeland Security internal memo that discusses changing terminology used in reports, Sunday July 
26, 2020 1:50 PM). 
440 DHS I&A Instruction IA-1000, Office of Intelligence and Analysis Intelligence Oversight Program and 
Guidelines (January 19, 2017). 
441 Id. at § 2.3. 
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The second issue regarding employee resilience occurred when I&A leaders asked  
to hold a diversity and inclusion event.  Some employees wanted to discuss issues raised by the 
death of George Floyd, and other workforce issues.   forbid any diversity or 
inclusion conversations on work time.  He did not understand why leaders would want to hold a 
meeting, and did not see a value in doing so.   would not take a meeting with 
minority employees in regards to on-going protests on racial justice.  Instead, he made 
SOPDPDUSIA take the meeting.  , Gen. Taylor, from the 
Diversity and Inclusion Council, came to speak.486  
 
VII.  RECOMMENDATIONS 

 
Based on the foregoing findings, the following recommendations are made.  Of note, I&A has 
already instituted a number of changes, especially regarding training and employee outreach.  
Those efforts are documented and discussed in a separate staff effort. 
 

A.  Training 
 

1. Reexamine Training Across I&A.  
 

Knowledge of basic intelligence community and government underpinnings appeared 
inconsistent in the staff sections with whom we interviewed, perhaps due in part to the COVID 
pandemic, but also due to poor training models in some instances and to the decentralized 
training and accountability model pushed and endorsed by  and , 
respectively, in others.  New employees and supervisors are expected to be immediately able to 
execute their duties far before they have mastered the core competencies of their jobs.  Lack of 
training and understanding of rules, roles, standards, and processes were major contributing 
factors in the improper reporting and dissemination of OSIRs.  To remedy this, we recommend a 
reexamination of the training model and expectations for new employees and rising supervisors. 
 

2.  Certified Release Authority (CRA) training. 
 
OSCO does not have enough CRA qualified persons.  Currently, the two persons qualified as 
CRAs are also responsible for OSIR review, management and administrative functions for their 
sections (e.g., WebTA, etc.).  They are the single point of failure for publication, and if and when 
OSIR production ever returns to a “normal,” two persons using the system and process as it 
currently exists cannot adequately and timely perform the duties required.  Training more than 
the number of persons required also ensures that sufficient back-up exists.  Increasing the 
number of CRAs within OSCO (along with some other investments addressed below) would 
allow OSCO to publish OSIRs through all its shifts all days of the week. 
  

3.  Collector training. 
 
OSCO is already addressing this issue with an intense live two-week training program, dubbed 
“Bootcamp,” mandatory for all collectors, except contractors, to attend.  It is taught by an OSCO 

 
486 Ex. A45, A54.   Ex. A46. 
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employee (one of the CRAs) with segments presented by the IO office and ILD on intelligence 
oversight and legal principles and concepts.  It focuses on tradecraft, collection techniques, and 
First Amendment protections.  The challenge for OSCO will be to continue to provide refresher 
and updated training.  In the course of the investigation, major gaps regarding collection 
affecting First Amendment issues and the Intelligence Oversight guidelines were noted with all 
collectors.  OSCO may wish to consider revisiting those issues when “Bootcamp” ends so as to 
provide immediate reinforcement.  Finally, although asynchronous PALMS training may more 
efficiently convey the same information across the three OSCO and Watch shifts, live training 
provides connections and humanizes the G-4 into persons with whom employees can actually 
contact if a problem exists. 
 

4.  Engage with the Open Source Intelligence (OSINT) field. 
 
OSCO has not availed itself of resources beyond its organization regarding OSINT.  OSINT 
exists as a discipline across the IC, and other elements of the IC and the private sector have 
numerous training opportunities.  By better integrating into the larger OSINT field, OSCO would 
be able to set training to industry standards, learn and test their tradecraft against peers, and learn 
from more developed open source programs in the IC.  CETC should reach out to its IC partners 
and avail itself of these training opportunities.  CETC may also benefit from participating in an 
exchange program with another IC element's open source division. 
 

5.  Supervisory training for new supervisors prior to their taking their position. 
 
New supervisors are expected to be able to lead, deal with administrative tasks, supervise, and 
engage in operational duties immediately upon promotion.  Additionally, supervisory roles in 
I&A tend to be more tied to GS levels than mission need or an individual's leadership acumen.  
Promoting people with few leadership experiences and skills is by no means unique to I&A; 
however, accepting the deficiency should never become customary.  New supervisors are 
hamstrung trying to both learn their new jobs and ascertain the resources available to learn 
managerial and leadership skills.  Other members of the IC and DHS have mandatory 
supervisory training for all new supervisors.  Providing this training fills in gaps, teaches key 
skills, instills confidence and creates a more efficient organization.   
 

B. Promulgate Standard Operating Procedures (SOPs) 
 
CETC has very few written processes, SOPs, standing orders, or directions generally.  A lack of 
written guidance can lead to confusion, promote the loss of institutional knowledge when 
turnover occurs, create different training regimes, and lead employees to different results in 
similar situations.  Formalizing processes will assist CETC in maturing and allow it to address 
turnover, capturing information before personnel leave, as occurred in the content management 
and the request for information shop.  One of the only written resources used on a semi-regular 
basis, the OSCO Cookbook, has never been reviewed by the G4, does not have a formal review 
process and does not have a means for the workforce to recommend changes.  The Cookbook is 
supposed to be a living document and it needs updating.  By creating formal SOPs and SOP 
processes, this vital reference document can be updated quickly and correctly as the OSINT field 
grows and changes. 
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C.   Expand workplace resiliency programs  

 
Workplace resiliency consists of recognizing the challenges and stressors presented by the job; 
ensuring employees are aware of and encouraged to use available resources, including the 
Employee Assistance Program, to assess and overcome those stressors; and making efforts to 
overcome the perceived stigma associated with using such options. 
   
Workplace resiliency is especially important following deployments, particularly to locations in 
which employees are in close proximity to unpredictable and dangerous situations.  Information 
regarding the full range of EAP services – including everything from assistance securing 
childcare during a physical absence to counseling services – should be supplied to individuals 
who deploy.  In addition, the operational plan for each deployment should include a post-
deployment resilience element.  As appropriate, agency or division leadership should reach out 
to individuals before and after their deployment.  Managers should also consider whether public 
and private recognition through a letter or award is appropriate following a deployment. 
 
Workplace resiliency is also important following negative attention on the agency, particularly if 
there is uncertainty about whether individuals will face any repercussions for their actions.  
To be effective, workplace resilience efforts – such as listening sessions, EAP presentations, 
leadership lectures, and other programs – must be supported by I&A leadership, and employees 
must be encouraged and given time to participate.  I&A leadership should acknowledge that 
people make mistakes and should emphasize the importance of learning from and moving past 
mistakes. 
 
Likewise, to be successful, inclusion events, which promote open communication and establish a 
sense of community, must be attended by senior leadership.   
 
In addition, open meetings, such as town hall meetings, are an effective way to foster 
communication between I&A leadership and staff.  I&A staff should have a forum to ask 
questions and voice their views without fear of retaliation and with an expectation that fair 
questions will be answered and consideration will be given to grievances.   
 

D.  Conduct a holistic review of the strategic direction of I&A 
 
The role of I&A’s mission centers, the buy-in from SLTT partners and the DHS IE, and the 
impact I&A has on informing intelligence questions or preventing violence all deserve renewed 
consideration.  Objective evaluation of the reorganization conducted over the past three years 
could ascertain where gains occurred and where the organization regressed or lost needed 
capacity.  

 
E.  Resolve when unmasking is appropriate 
 

The IO Guidelines and EO 12333 clearly permit unmasking in certain situations with regard to 
PII.  However, from a policy perspective, a default setting for masking creates an important last 
guardrail for information improperly collected, retained or disseminated.  In a threat situation, 
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unmasking the subject does make sense.  This is an issue that one would expect to be addressed 
in training and SOPs.  However, first an I&A policy is required.  That policy should define under 
what situations USPI should be unmasked and the decision level, at a point sufficient to allow 
adroit, yet deliberate operations.487   
   
As a related but smaller matter, the issue of whether a social media handle is PII appears yet 
unresolved, and is a point of confusion to collectors.  ILD, IO and operators should work out a 
solution and disseminate it. 
 

F.  Restart the OSIR process 
 

1.  Collector Engagement. 
 

The events of the past July and the different investigations have repressed the collectors’ efforts.  
Part of the problem is training, part is adequate SOPs, and part is confidence.  The work force 
needs reinvigoration.  
  

2.  Collection plans should exist prior to engaging collection.  
 

Across the IC, standard practice is that before one engages in collection, one first starts with the 
creation of a collection plan.  Collection plans require the collector to identify the intelligence 
need they are filling, find the EEIs and PIRs that they are collecting to, and the means by which 
they are going to collect that information.  On top of organizing a collector’s thoughts into a 
trackable document, doing so forces the collector to collect to the requirement rather than 
seeking what they presume is reportable information and attempting to squeeze the information 
discovered into a collection requirement.  Instituting collection planning in OSCO would help 
build a culture of compliance by making collectors look at requirements, improve tradecraft by 
having collectors think about their plan before they begin collection, and would provide CETC 
leadership a new source of data for metrics, research, training, and evaluation of their employees. 
  

G.  Fix the OSIR release process 
 

1.  General.   
 
The OSIR release process is broken within CETC.  The two SDOs are overwhelmed by the 
volume of reports and hamstrung by antiquated technology and multiple collateral duties. CETC 
should consider splitting the content management and supervisory roles, expanding the hiring 
pool for those positions, and replacing HOST. 
 

2. Split the supervisory and SDO role.   
 

 
487 After the Portland incident, CETC issued a policy to its workforce that requires masking of all PII regardless of 
the topic, and requires any entities desiring masked PII to use the RFI process.  This policy does not take into 
consideration the current authorities that exist to unmask in appropriate circumstances, nor does this policy apply to 
any I&A section other than CETC.  CETC Memorandum, Masking and Dissemination of Open Source Intelligence 
Reports (OSIR) Containing Personal Identifiable Information (PII) (Sep 14, 2020). 
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The shift to threats removed OSCO’s former focus on subject matter expertise and portfolios 
aligned with mission center areas and instead focused on threats.  Reporting increased thereby, 
but the shift also resulted in a decrease in intelligence utility, as measured by OSIR inclusion in 
finished intelligence products.  Following the events surrounding Portland, OSCO has stopped 
exclusively focusing on threats.  CETC needs to determine what is the appropriate balance 
between portfolio-based collection vis-à-vis tactical threat-based reporting.488 
 
Related to the above, the “duty to warn” is not an enumerated mission.  Rather it is an obligation 
when I&A finds a direct threat to a person in the course of intelligence activities.  Although 
certain collection requirements may be more likely to provide a greater quantity of incidental 
duty to warn obligations, CETC should consider whether the focus on threats occurs to the 
detriment of other broader missions.  Narrowing OSCO’s aperture to only threats comes at a 
huge opportunity cost, while potentially duplicating similar efforts by I&A entities with better 
relationships and who are less constrained to talk to SLTT and other federal law enforcement.  
 

4.  Consider making CETC desk officers (DOs) supervisors. 
 
The DOs in OSCO are non-supervisory team leads. This leaves them in a somewhat awkward 
position of being a senior person with responsibility to review, help and direct collectors without 
any authority.  Furthermore, without lower level supervisors, the first-line supervisors are the 
SDOs, who are often overwhelmed or unavailable for certain shifts or certain days.  Making the 
DOs supervisors would enable them to better serve those on their shift and improve OSCO 
efficiency.  Doing so would also create an intermediate leadership development position.  If DOs 
are made supervisors, the appropriate position description should be created through OCHCO. 
 

5.  Better integration with ILD.    
 
CETC’s relationship with ILD is counterproductive to both offices.  Personnel on both sides 
need to work better together.  Communication between ILD and CETC must improve in order to 
better anticipate potential issues and ensure that problems do not metastasize. 
 

6.  Reconsider OSIR quotas. 
 
CETC needs to reconsider the quota system for OSIR production.  An emphasis on quantity vice 
quality encourages collectors to over-report, or try to apply collection requirements that do not 
fit.  Given the other systemic issues in CETC, over-reporting further strains existing systems and 
processes. 
   

7.  Validate an OSIR review process. 
   
The current OSIR review regime is untenable: collector to peer review to DO to OSCO lead to 
CETC Deputy to CETC chief to the DUSIEO.  This is overkill, and cannot support efficient 

 
488 Apparently, post-Portland, OSCO has shifted back to 80% portfolio-based, 20% threat based search paradigm.  
Ex. A58.  The issue with the change is not the specific breakdown of portfolio -- threat searches -- but the analysis 
and discussion behind doing so.   
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release of OSIRs.  CETC needs to create a realistic release plan that also accounts for situations 
requiring greater leadership involvement.   
       

I.  CETC – NOC relationship  
 
There needs to be a defined relationship and a delineation of mission equities and duties amongst 
CETC and the NOC.  Both provide valuable timely information to a myriad of partners and 
customers; however, currently both overlap and underlap for different events.  The duplication 
serves neither organization nor the larger goal to keep leadership and partners updated and to 
provide timely, actionable information.  A delineation of duties and a better partnership should 
be memorialized in writing ascribing actions and responsibilities to maximize the utility and 
capabilities of both organizations.  
 

J.  Coherent deployment operations require planning. 
 

1.  Create an off-the-shelf Incident Action Plan (IAP) that can be used as a 
framework for deployments, prior to crises taking place. 

  
Portland’s deployment happened abruptly and without adequate planning.  asked for 
a new OPLAN for Portland, and people deployed from across different elements including those 
not initially included in the OPLAN.  This led to, among other things, sending people to Portland 
without any operational need or purpose to their presence.  This is a waste of resources. If I&A 
believes that such deployments may be necessary in the future, I&A should create contingency 
plans that they can option in a crisis and that are adaptable to the situation.  By engaging in this 
type of planning I&A will at least understand its own capabilities to the point that they know 
what an office can provide and when a deployment is reasonable.  
 

2.  FOD should consider incorporating other I&A elements in its plans.  
 
FOD did have plans for deployments and coordination of I&A activities in a deployment, but 
those plans and processes were only known to and only included FOD regarding deployment of 
I&A employees.  When other I&A employees arrived in Portland, they ignored the SOP and 
policy that said that FOD was in command.  OSCO refused to coordinate with the FOD lead and 
organized their own work and schedule.  A lack of a unity of command in an operational 
environment can lead to disjointed activities, wasted effort, and potential mission failure.  
Formalizing FOD’s processes as I&A processes at the I&A level would provide FOD with the 
necessary legitimacy and authority to represent the whole of I&A in any situation and ensure the 
other elements of I&A respect and coordinate with the FOD lead during a crisis.  
 

K.  Operational Background Reports (OBRs) review and training.   
 

1.  OBR review.  
 
As is discussed above, two issues exist regarding the OBRs produced during the Portland 
incident.  First, a sufficient reason may not have existed to create certain OBRs in the first place.  
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