
January 25, 2024

The Honorable Avril Haines
Director of National Intelligence
Washington, DC 20511

Dear Director Haines:

I write to request that you take action to ensure that U.S. intelligence agencies only purchase data
on Americans that has been obtained in a lawful manner.

As you know, U.S. intelligence agencies are purchasing personal data about Americans that 
would require a court order if the government demanded it from communications companies. I 
first revealed in 2021 that the Defense Intelligence Agency (DIA) was purchasing, storing, and 
using domestic location data. Such location data is collected from Americans’ smartphones by 
app developers, sold to data brokers, resold to defense contractors, and then resold again to the 
government. In addition; the National Security Agency (NSA) is buying Americans’ domestic 
internet metadata.

Until recently, the data broker industry and the intelligence community’s (IC) purchase of data 
from these shady companies has existed in a legal gray area, which was in large part due to the 
secrecy surrounding the practice. App developers and advertising companies did not 
meaningfully disclose to users their sale and sharing of personal data with data brokers nor seek 
to obtain informed consent. The data brokers that buy and resell this data are not known to 
consumers and several of these companies refused to answer questions from Congress regarding 
the companies they buy data from and the government agencies they sell it to.

The secrecy around data purchases was amplified because intelligence agencies have sought to 
keep the American people in the dark. It took me nearly three years to clear the public release of 
information revealing the NSA’s purchase of domestic internet metadata. DoD first provided me 
with that information in March, 2021, in response to a request from my office for information 
identifying the DoD components buying Americans’ personal data. DoD subsequently refused a 
request I made in May, 2021, to clear the unclassified information for public release. It was only 
after I placed a hold on the nominee to be the NSA director that this information was cleared for 
release. A copy of the NSA’s letter confirming this practice is attached, as is a letter from the 
Under Secretary of Defense for Intelligence and Security acknowledging the purchase by 



Defense and Intelligence Components of commercially available information, to include location
data from U.S. phones.

Although the intelligence agencies’ warrantless purchase of Americans’ personal data is now a 
matter of public record, recent actions by the Federal Trade Commission (FTC), the primary 
federal privacy regulator, raise serious questions about the legality of this practice. On January 9,
2024, the FTC brought an action against the data broker X-Mode Social, which I first exposed in 
2020 after the company’s lawyers confirmed that it was selling data collected from phones in the 
United States to U.S. military customers, via defense contractors. The FTC held that such 
sensitive data sales are unlawful unless the data was obtained through consumer’s informed 
consent. 

The FTC notes in its complaint that the reason informed consent is required for location data is 
because it can be used to track people to “sensitive locations, including medical facilities, places 
of religious worship, places that may be used to infer an LGBTQ+ identification, domestic abuse
shelters, and welfare and homeless shelters.” The FTC added that the “sale of such data poses an 
unwarranted intrusion into the most private areas of consumers’ lives.” While the FTC’s X-Mode
social complaint and order are limited to location data, internet metadata can be equally 
sensitive. Such records can identify Americans who are seeking help from a suicide hotline or a 
hotline for survivors of sexual assault or domestic abuse, a visit to a telehealth provider focusing 
on specific health care need, such as those prescribing and delivering abortion pills by mail, or 
reveal that someone likely suffers from a gambling addiction.  

According to the FTC, it is not enough for a consumer to consent to an app or website collecting 
such data, the consumer must be told and agree to their data being sold to “government 
contractors for national security purposes.” I have conducted a broad probe of the data broker 
industry over the past seven years, and I am unaware of any company that provides such 
warnings to consumers before their data is collected. As such, the lawbreaking is likely industry-
wide, and not limited to this particular data broker.

The FTC’s order against X-Mode Social should serve as a much-needed wake-up call for the IC. 
The U.S. government should not be funding and legitimizing a shady industry whose flagrant 
violations of Americans’ privacy are not just unethical, but illegal. To that end, I request that you
adopt a policy that, going forward, IC elements may only purchase data about Americans that 
meets the standard for legal data sales established by the FTC. I also request that you direct each 
IC element to take the following actions:

 Conduct an inventory of the personal data purchased by the agency about Americans, 
including, but not limited to, location and internet metadata. As you know, the cataloging 
of IC acquisition of commercially available information was also a recommendation of 
the Senior Advisory Group Panel on Commercially Available Information in its January 
2022 report.



 Determine whether each data source identified in that inventory meets the standards for 
legal personal data sales outlined by the FTC. This, too, is consistent with the Senior 
Advisory Group’s recommendation to “identify and protect sensitive [Commercially 
Available Information] that implicates privacy and civil liberties concerns.”

 Where those data purchases do not meet the FTC’s standard for legal data personal data 
sales, promptly purge the data. Should IC elements have a specific need to retain the data,
I request that such need, and a description of any retained data, be conveyed to Congress 
and, to the greatest extent possible, to the American public.

Sincerely,

Ron Wyden
United States Senator

CC: The Honorable Lina Khan, Chair, Federal Trade Commission


















