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July 28, 2025

The Honorable Tulsi Gabbard
Director of National Intelligence

Office of the Director of National Intelligence
Washington, D.C. 20511

Dear Director Gabbard:

I write to request that you conduct and make public an assessment of the national security threat
posed by the United Kingdom (U.K.)’s surveillance laws and its reported secret surveillance
demands of U.S. companies.

Earlier this year, after press stories reported that the U.K.’s Home Secretary issued a secret order
forcing Apple to undermine the security of its iCloud backup service, Congressman Andy Biggs
and I wrote a bipartisan letter to you about the matter. In your February 25, 2025, response letter,
you wrote that you shared our “grave concern about the serious implications of the United
Kingdom, or any foreign country, requiring Apple or any company to create a ‘backdoor’ that
would allow access to Americans personal encrypted data.” You added that “this would be a
clear and egregious violation of Americans' privacy and civil liberties, and open up a serious
vulnerability for cyber exploitation by adversarial actors.”

Unfortunately, because recipients of these orders are prohibited from disclosing them, it is not
possible to confirm which U.S. technology companies have received them, much less the extent
to which they may be complying with them. When my office sought to confirm the press reports,
Apple stated that if it had received a technical capabilities notice, it would be barred by U.K. law
from telling Congress whether or not it received such a notice. But Apple is not the only major
U.S. technology that uses end-to-end encryption to protect sensitive customer data from hackers.

Apple’s end-to-end encrypted backup feature that is reportedly the subject of the U.K.’s
backdoor demand, Advanced Protection Mode, is disabled by default. Since most users don’t
change the default settings, it is likely that only a very small percentage of Apple’s customers are
benefiting from this important cybersecurity defense. In contrast, Google also protects Android
smartphone backups with end-to-end encryption, and Google has enabled this cybersecurity
defense by default, protecting billions of people using Android phones. When my office asked
Google about backdoor demands from the U.K., the company did not answer the question, only
stating that if it had received a technical capabilities notice, it would be prohibited from
disclosing that fact.
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Meta uses end-to-end encryption to protect texts and calls made with WhatsApp and Facebook
Messenger by default. The company offers end-to-end encryption to protect Instagram direct
messages, but not by default. Meta also offers an end-to-end encryption feature to protect
WhatsApp backups, which is not enabled by default. When my office asked Meta about
backdoor demands from the U.K., Meta offered an unequivocal denial on March 17, 2025,
stating that “we have not received an order to backdoor our encrypted services, like that reported
about Apple.”

I am concerned that the threat posed by the U.K’s surveillance laws is not limited to demanding
that U.S. companies weaken their encryption with backdoors. I am concerned that under the
Investigatory Powers Act 2016 (IPA), the U.K. could also secretly force U.S. companies to store
the data of U.S. users in the U.K., where it could then be seized by the U.K government. My
office has repeatedly asked the U.K. Embassy to clarify the scope of its controversial
surveillance law, and sought assurances that it could not be used to collect Americans’
communications. While the U.K. Embassy has clarified that the IPA cannot be used to force U.S.
companies to make a U.K.-based copy of existing data held in the U.S., the U.K. Embassy has
not denied the concerns raised by my office that the IPA could be used to force U.S. companies
to store newly created U.S. customer data in the U.K., instead of in the U.S. as the companies
would normally do. Such U.K.-located data could then be seized by the U.K. government. In
addition, despite multiple requests from my office, the U.K. Embassy has been unable to provide
any assurances that the U.K. cannot use the Equipment Interference provisions under the IPA,
which permits the U.K. to demand companies infect their customers with spyware, to hack
Americans.

The cybersecurity of Americans’ communications and digital lives must be defended against
foreign threats. As you noted in your letter to me, the reported U.K. order, which could have the
effect of weakening the encryption that protects millions of Americans’ private communications,
creates vulnerabilities that can be exploited by our adversaries. This scenario is even more
concerning given the possibility that the IPA could be used to force U.S. companies to store data
in the U.K. The national security implications are serious, not least because the communications
of U.S. government officials could be subjected to both weakened encryption and storage in the
U.K. Accordingly, I urge you to provide Congress and the American public with a frank
assessment of the national security risks posed by the U.K.'s surveillance laws and its reported
secret demands of U.S. companies.

Thank you for your attention to this important matter. If you have any questions about this
request, please contact Chris Soghoian in my office.

Sincerely,

o VD LA

Ron Wyden -
United States Senator




